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          CVE-2014-3470
          
        	
          4.3
        	
          
            The ssl3_send_client_key_exchange function in s3_clnt.c in OpenSSL before 0.9.8za, 1.0.0 before 1.0.0m, and 1.0.1 before 1.0.1h, when an anonymous ECDH cipher suite is used, allows remote attackers to cause a denial of service (NULL pointer dereferen
          

        	
          16-09-2022 - 19:54
        	
          05-06-2014 - 21:55
        
	
          
            
          
        	
          CVE-2014-0198
          
        	
          4.3
        	
          
            The do_ssl3_write function in s3_pkt.c in OpenSSL 1.x through 1.0.1g, when SSL_MODE_RELEASE_BUFFERS is enabled, does not properly manage a buffer pointer during certain recursive calls, which allows remote attackers to cause a denial of service (NULL
          

        	
          29-08-2022 - 20:50
        	
          06-05-2014 - 10:44
        
	
          
            
          
        	
          CVE-2014-0224
          
        	
          5.8
        	
          
            OpenSSL before 0.9.8za, 1.0.0 before 1.0.0m, and 1.0.1 before 1.0.1h does not properly restrict processing of ChangeCipherSpec messages, which allows man-in-the-middle attackers to trigger use of a zero-length master key in certain OpenSSL-to-OpenSSL
          

        	
          16-08-2022 - 13:30
        	
          05-06-2014 - 21:55
        
	
          
            
          
        	
          CVE-2014-5298
          
        	
          5.0
        	
          
            FileUploadsFilter.php in X2Engine 4.1.7 and earlier, when running on case-insensitive file systems, allows remote attackers to bypass the upload blacklist and conduct unrestricted file upload attacks by uploading a file with an executable extension t
          

        	
          09-10-2018 - 19:50
        	
          10-10-2014 - 01:55
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