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          CVE-2007-1321
          
        	
          7.2
        	
          
            Integer signedness error in the NE2000 emulator in QEMU 0.8.2, as used in Xen and possibly other products, allows local users to trigger a heap-based buffer overflow via certain register values that bypass sanity checks, aka QEMU NE2000 "receive" int
          

        	
          15-12-2020 - 23:52
        	
          30-10-2007 - 22:46
        
	
          
            
          
        	
          CVE-2007-1320
          
        	
          7.2
        	
          
            Multiple heap-based buffer overflows in the cirrus_invalidate_region function in the Cirrus VGA extension in QEMU 0.8.2, as used in Xen and possibly other products, might allow local users to execute arbitrary code via unspecified vectors related to 
          

        	
          15-12-2020 - 23:52
        	
          02-05-2007 - 17:19
        
	
          
            
          
        	
          CVE-2007-1322
          
        	
          2.1
        	
          
            QEMU 0.8.2 allows local users to halt a virtual machine by executing the icebp instruction.
          

        	
          15-12-2020 - 23:49
        	
          02-05-2007 - 17:19
        
	
          
            
          
        	
          CVE-2007-1366
          
        	
          2.1
        	
          
            QEMU 0.8.2 allows local users to crash a virtual machine via the divisor operand to the aam instruction, as demonstrated by "aam 0x0," which triggers a divide-by-zero error.
          

        	
          15-12-2020 - 23:49
        	
          02-05-2007 - 17:19
        
	
          
            
          
        	
          CVE-2007-5730
          
        	
          7.2
        	
          
            Heap-based buffer overflow in QEMU 0.8.2, as used in Xen and possibly other products, allows local users to execute arbitrary code via crafted data in the "net socket listen" option, aka QEMU "net socket" heap overflow.  NOTE: some sources have used 
          

        	
          15-12-2020 - 23:48
        	
          30-10-2007 - 22:46
        
	
          
            
          
        	
          CVE-2007-5729
          
        	
          7.2
        	
          
            The NE2000 emulator in QEMU 0.8.2 allows local users to execute arbitrary code by writing Ethernet frames with a size larger than the MTU to the EN0_TCNT register, which triggers a heap-based buffer overflow in the slirp library, aka NE2000 "mtu" hea
          

        	
          15-12-2020 - 23:48
        	
          30-10-2007 - 22:46
        
	
          
            
          
        	
          CVE-2007-2894
          
        	
          2.1
        	
          
            The emulated floppy disk controller in Bochs 2.3 allows local users of the guest operating system to cause a denial of service (virtual machine crash) via unspecified vectors, resulting in a divide-by-zero error.
          

        	
          19-05-2020 - 19:58
        	
          30-05-2007 - 01:30
        
	
          
            
          
        	
          CVE-2007-2893
          
        	
          7.2
        	
          
            Heap-based buffer overflow in the bx_ne2k_c::rx_frame function in iodev/ne2k.cc in the emulated NE2000 device in Bochs 2.3 allows local users of the guest operating system to write to arbitrary memory locations and gain privileges on the host operati
          

        	
          19-05-2020 - 19:56
        	
          30-05-2007 - 01:30
        
	
          
            
          
        	
          CVE-2007-2491
          
        	
          7.2
        	
          
            The PIIX4 power management subsystem in EMC VMware Workstation 5.5.3.34685 and VMware Server 1.0.1.29996 allows local users to write to arbitrary memory locations via a crafted poke to I/O port 0x1004, triggering a denial of service (virtual machine 
          

        	
          08-03-2011 - 02:54
        	
          04-05-2007 - 00:19
        
	
          
            
          
        	
          CVE-2007-2455
          
        	
          6.1
        	
          
            Parallels allows local users to cause a denial of service (virtual machine abort) via (1) certain INT instructions, as demonstrated by INT 0xAA; (2) an IRET instruction when an invalid address is at the top of the stack; (3) a malformed MOVNTI instru
          

        	
          15-11-2008 - 06:48
        	
          02-05-2007 - 17:19
        
	
          
            
          
        	
          CVE-2007-2454
          
        	
          6.8
        	
          
            Heap-based buffer overflow in the VGA device in Parallels allows local users, with root access to the guest operating system, to terminate the virtual machine and possibly execute arbitrary code in the host operating system via unspecified vectors re
          

        	
          15-11-2008 - 06:48
        	
          02-05-2007 - 17:19
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