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          CVE-2013-0169
          
        	
          2.6
        	
          
            The TLS protocol 1.1 and 1.2 and the DTLS protocol 1.0 and 1.2, as used in OpenSSL, OpenJDK, PolarSSL, and other products, do not properly consider timing side-channel attacks on a MAC check requirement during the processing of malformed CBC padding,
          

        	
          12-05-2023 - 12:58
        	
          08-02-2013 - 19:55
        
	
          
            
          
        	
          CVE-2013-1620
          
        	
          4.3
        	
          
            The TLS implementation in Mozilla Network Security Services (NSS) does not properly consider timing side-channel attacks on a noncompliant MAC check operation during the processing of malformed CBC padding, which allows remote attackers to conduct di
          

        	
          21-12-2022 - 17:30
        	
          08-02-2013 - 19:55
        
	
          
            
          
        	
          CVE-2013-1624
          
        	
          4.0
        	
          
            The TLS implementation in the Bouncy Castle Java library before 1.48 and C# library before 1.8 does not properly consider timing side-channel attacks on a noncompliant MAC check operation during the processing of malformed CBC padding, which allows r
          

        	
          30-10-2018 - 16:26
        	
          08-02-2013 - 19:55
        
	
          
            
          
        	
          CVE-2013-1619
          
        	
          4.0
        	
          
            The TLS implementation in GnuTLS before 2.12.23, 3.0.x before 3.0.28, and 3.1.x before 3.1.7 does not properly consider timing side-channel attacks on a noncompliant MAC check operation during the processing of malformed CBC padding, which allows rem
          

        	
          26-03-2014 - 04:46
        	
          08-02-2013 - 19:55
        
	
          
            
          
        	
          CVE-2013-1623
          
        	
          4.3
        	
          
            The TLS and DTLS implementations in wolfSSL CyaSSL before 2.5.0 do not properly consider timing side-channel attacks on a noncompliant MAC check operation during the processing of malformed CBC padding, which allows remote attackers to conduct distin
          

        	
          21-02-2014 - 04:58
        	
          08-02-2013 - 19:55
        
	
          
            
          
        	
          CVE-2013-1621
          
        	
          4.3
        	
          
            Array index error in the SSL module in PolarSSL before 1.2.5 might allow remote attackers to cause a denial of service via vectors involving a crafted padding-length value during validation of CBC padding in a TLS session, a different vulnerability t
          

        	
          08-03-2013 - 04:12
        	
          08-02-2013 - 19:55
        
	
          
            
          
        	
          CVE-2013-1618
          
        	
          4.0
        	
          
            The TLS implementation in Opera before 12.13 does not properly consider timing side-channel attacks on a MAC check operation during the processing of malformed CBC padding, which allows remote attackers to conduct distinguishing attacks and plaintext
          

        	
          08-03-2013 - 04:12
        	
          08-02-2013 - 19:55
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