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  	Max CVSS	2.1	Min CVSS	2.1	Total Count	2


  		ID	CVSS	Summary	Last (major) update	Published
	
          
            
          
        	
          CVE-2005-4176
          
        	
          2.1
        	
          
            AWARD Bios Modular 4.50pg does not clear the keyboard buffer after reading the BIOS password during system startup, which allows local administrators or users to read the password directly from physical memory.
          

        	
          19-10-2018 - 15:40
        	
          11-12-2005 - 21:03
        
	
          
            
          
        	
          CVE-2005-4175
          
        	
          2.1
        	
          
            Insyde BIOS V190 does not clear the keyboard buffer after reading the BIOS password during system startup, which allows local administrators or users to read the password directly from physical memory.
          

        	
          19-10-2018 - 15:40
        	
          11-12-2005 - 21:03
        
	
          
            
          
        	
          CVE-2008-3895
          
        	
          2.1
        	
          
            LILO 22.6.1 and earlier stores pre-boot authentication passwords in the BIOS Keyboard buffer and does not clear this buffer before and after use, which allows local users to obtain sensitive information by reading the physical memory locations associ
          

        	
          11-10-2018 - 20:50
        	
          03-09-2008 - 14:12
        
	
          
            
          
        	
          CVE-2008-3894
          
        	
          2.1
        	
          
            IBM Lenovo firmware 7CETB5WW 2.05 stores pre-boot authentication passwords in the BIOS Keyboard buffer and does not clear this buffer after use, which allows local users to obtain sensitive information by reading the physical memory locations associa
          

        	
          11-10-2018 - 20:50
        	
          03-09-2008 - 14:12
        
	
          
            
          
        	
          CVE-2008-3899
          
        	
          2.1
        	
          
            TrueCrypt 5.0 stores pre-boot authentication passwords in the BIOS Keyboard buffer and does not clear this buffer before and after use, which allows local users to obtain sensitive information by reading the physical memory locations associated with 
          

        	
          11-10-2018 - 20:50
        	
          03-09-2008 - 14:12
        
	
          
            
          
        	
          CVE-2008-3897
          
        	
          2.1
        	
          
            DiskCryptor 0.2.6 on Windows stores pre-boot authentication passwords in the BIOS Keyboard buffer and does not clear this buffer before and after use, which allows local users to obtain sensitive information by reading the physical memory locations a
          

        	
          11-10-2018 - 20:50
        	
          03-09-2008 - 14:12
        
	
          
            
          
        	
          CVE-2008-3898
          
        	
          2.1
        	
          
            Secu Star DriveCrypt Plus Pack 3.9 stores pre-boot authentication passwords in the BIOS Keyboard buffer and does not clear this buffer before and after use, which allows local users to obtain sensitive information by reading the physical memory locat
          

        	
          11-10-2018 - 20:50
        	
          03-09-2008 - 14:12
        
	
          
            
          
        	
          CVE-2008-3902
          
        	
          2.1
        	
          
            HP firmware 68DTT F.0D stores pre-boot authentication passwords in the BIOS Keyboard buffer and does not clear this buffer after use, which allows local users to obtain sensitive information by reading the physical memory locations associated with th
          

        	
          11-10-2018 - 20:50
        	
          03-09-2008 - 19:42
        
	
          
            
          
        	
          CVE-2008-3900
          
        	
          2.1
        	
          
            Intel firmware PE94510M.86A.0050.2007.0710.1559 stores pre-boot authentication passwords in the BIOS Keyboard buffer and does not clear this buffer after use, which allows local users to obtain sensitive information by reading the physical memory loc
          

        	
          11-10-2018 - 20:50
        	
          03-09-2008 - 14:12
        
	
          
            
          
        	
          CVE-2008-3896
          
        	
          2.1
        	
          
            Grub Legacy 0.97 and earlier stores pre-boot authentication passwords in the BIOS Keyboard buffer and does not clear this buffer before and after use, which allows local users to obtain sensitive information by reading the physical memory locations a
          

        	
          11-10-2018 - 20:50
        	
          03-09-2008 - 14:12
        
	
          
            
          
        	
          CVE-2008-7020
          
        	
          2.1
        	
          
            McAfee SafeBoot Device Encryption 4 build 4750 and earlier stores pre-boot authentication passwords in the BIOS Keyboard buffer and does not clear this buffer after use, which allows local users to obtain sensitive information by reading the physical
          

        	
          17-08-2017 - 01:29
        	
          21-08-2009 - 14:30
        
	
          
            
          
        	
          CVE-2008-3901
          
        	
          2.1
        	
          
            Software suspend 2 2-2.2.1, when used with the Linux kernel 2.6.16, stores pre-boot authentication passwords in the BIOS Keyboard buffer and does not clear this buffer after use, which allows local users to obtain sensitive information by reading the
          

        	
          05-09-2008 - 21:44
        	
          03-09-2008 - 14:12
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