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	CVEs with refmap.misc==http://www.nruns.com/_downloads/advisory28122011.pdf


  	Max CVSS	7.8	Min CVSS	5.0	Total Count	2


  		ID	CVSS	Summary	Last (major) update	Published
	
          
            
          
        	
          CVE-2012-0839
          
        	
          5.0
        	
          
            OCaml 3.12.1 and earlier computes hash values without restricting the ability to trigger hash collisions predictably, which allows context-dependent attackers to cause a denial of service (CPU consumption) via crafted input to an application that mai
          

        	
          13-02-2023 - 00:22
        	
          08-02-2012 - 20:55
        
	
          
            
          
        	
          CVE-2011-5034
          
        	
          7.8
        	
          
            Apache Geronimo 2.2.1 and earlier computes hash values for form parameters without restricting the ability to trigger hash collisions predictably, which allows remote attackers to cause a denial of service (CPU consumption) by sending many crafted pa
          

        	
          30-07-2021 - 14:15
        	
          30-12-2011 - 01:55
        
	
          
            
          
        	
          CVE-2011-4838
          
        	
          5.0
        	
          
            JRuby before 1.6.5.1 computes hash values without restricting the ability to trigger hash collisions predictably, which allows context-dependent attackers to cause a denial of service (CPU consumption) via crafted input to an application that maintai
          

        	
          12-01-2021 - 14:30
        	
          30-12-2011 - 01:55
        
	
          
            
          
        	
          CVE-2011-3414
          
        	
          7.8
        	
          
            The CaseInsensitiveHashProvider.getHashCode function in the HashTable implementation in the ASP.NET subsystem in Microsoft .NET Framework 1.1 SP1, 2.0 SP2, 3.5 SP1, 3.5.1, and 4.0 computes hash values for form parameters without restricting the abili
          

        	
          28-09-2020 - 12:58
        	
          30-12-2011 - 01:55
        
	
          
            
          
        	
          CVE-2011-3414
          
        	
          7.8
        	
          
            The CaseInsensitiveHashProvider.getHashCode function in the HashTable implementation in the ASP.NET subsystem in Microsoft .NET Framework 1.1 SP1, 2.0 SP2, 3.5 SP1, 3.5.1, and 4.0 computes hash values for form parameters without restricting the abili
          

        	
          28-09-2020 - 12:58
        	
          30-12-2011 - 01:55
        
	
          
            
          
        	
          CVE-2011-4461
          
        	
          5.0
        	
          
            Jetty 8.1.0.RC2 and earlier computes hash values for form parameters without restricting the ability to trigger hash collisions predictably, which allows remote attackers to cause a denial of service (CPU consumption) by sending many crafted paramete
          

        	
          08-03-2019 - 11:29
        	
          30-12-2011 - 01:55
        
	
          
            
          
        	
          CVE-2011-4885
          
        	
          5.0
        	
          
            PHP before 5.3.9 computes hash values for form parameters without restricting the ability to trigger hash collisions predictably, which allows remote attackers to cause a denial of service (CPU consumption) by sending many crafted parameters.
          

        	
          09-01-2018 - 02:29
        	
          30-12-2011 - 01:55
        
	
          
            
          
        	
          CVE-2011-4858
          
        	
          5.0
        	
          
            Apache Tomcat before 5.5.35, 6.x before 6.0.35, and 7.x before 7.0.23 computes hash values for form parameters without restricting the ability to trigger hash collisions predictably, which allows remote attackers to cause a denial of service (CPU con
          

        	
          09-01-2018 - 02:29
        	
          05-01-2012 - 19:55
        
	
          
            
          
        	
          CVE-2011-5035
          
        	
          5.0
        	
          
            Oracle Glassfish 2.1.1, 3.0.1, and 3.1.1, as used in Communications Server 2.0, Sun Java System Application Server 8.1 and 8.2, and possibly other products, computes hash values for form parameters without restricting the ability to trigger hash coll
          

        	
          06-01-2018 - 02:29
        	
          30-12-2011 - 01:55
        
	
          
            
          
        	
          CVE-2011-4815
          
        	
          7.8
        	
          
            Ruby (aka CRuby) before 1.8.7-p357 computes hash values without restricting the ability to trigger hash collisions predictably, which allows context-dependent attackers to cause a denial of service (CPU consumption) via crafted input to an applicatio
          

        	
          29-08-2017 - 01:30
        	
          30-12-2011 - 01:55
        
	
          
            
          
        	
          CVE-2011-4462
          
        	
          5.0
        	
          
            Plone 4.1.3 and earlier computes hash values for form parameters without restricting the ability to trigger hash collisions predictably, which allows remote attackers to cause a denial of service (CPU consumption) by sending many crafted parameters.
          

        	
          29-08-2017 - 01:30
        	
          30-12-2011 - 01:55
        
	
          
            
          
        	
          CVE-2011-5036
          
        	
          5.0
        	
          
            Rack before 1.1.3, 1.2.x before 1.2.5, and 1.3.x before 1.3.6 computes hash values for form parameters without restricting the ability to trigger hash collisions predictably, which allows remote attackers to cause a denial of service (CPU consumption
          

        	
          31-10-2013 - 03:21
        	
          30-12-2011 - 01:55
        
	
          
            
          
        	
          CVE-2012-2739
          
        	
          5.0
        	
          
            Oracle Java SE before 7 Update 6, and OpenJDK 7 before 7u6 build 12 and 8 before build 39, computes hash values without restricting the ability to trigger hash collisions predictably, which allows context-dependent attackers to cause a denial of serv
          

        	
          28-11-2012 - 13:03
        	
          28-11-2012 - 13:03
        
	
          
            
          
        	
          CVE-2011-5037
          
        	
          5.0
        	
          
            Google V8 computes hash values for form parameters without restricting the ability to trigger hash collisions predictably, which allows remote attackers to cause a denial of service (CPU consumption) by sending many crafted parameters, as demonstrate
          

        	
          06-11-2012 - 05:05
        	
          30-12-2011 - 01:55
        
	
          
            
          
        	
          CVE-2012-1035
          
        	
          5.0
        	
          
            AdaCore Ada Web Services (AWS) before 2.10.2 computes hash values for form parameters without restricting the ability to trigger hash collisions predictably, which allows remote attackers to cause a denial of service (CPU consumption) by sending many
          

        	
          09-02-2012 - 05:00
        	
          08-02-2012 - 21:55
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