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  	Max CVSS	7.2	Min CVSS	1.9	Total Count	2


  		ID	CVSS	Summary	Last (major) update	Published
	
          
            
          
        	
          CVE-2020-13464
          
        	
          1.9
        	
          
            The flash memory readout protection in China Key Systems & Integrated Circuit CKS32F103 devices allows physical attackers to extract firmware via the debug interface by utilizing the CPU or DMA module.
          

        	
          21-07-2021 - 11:39
        	
          31-08-2020 - 16:15
        
	
          
            
          
        	
          CVE-2020-13463
          
        	
          2.1
        	
          
            The flash memory readout protection in Apex Microelectronics APM32F103 devices allows physical attackers to extract firmware via the debug interface and exception handling.
          

        	
          10-09-2020 - 14:56
        	
          31-08-2020 - 16:15
        
	
          
            
          
        	
          CVE-2020-13467
          
        	
          2.1
        	
          
            The flash memory readout protection in China Key Systems & Integrated Circuit CKS32F103 devices allows physical attackers to extract firmware via the debug interface and exception handling.
          

        	
          09-09-2020 - 15:55
        	
          31-08-2020 - 16:15
        
	
          
            
          
        	
          CVE-2020-13466
          
        	
          7.2
        	
          
            STMicroelectronics STM32F103 devices through 2020-05-20 allow physical attackers to execute arbitrary code via a power glitch and a specific flash patch/breakpoint unit configuration.
          

        	
          09-09-2020 - 15:18
        	
          31-08-2020 - 16:15
        
	
          
            
          
        	
          CVE-2020-13471
          
        	
          7.2
        	
          
            Apex Microelectronics APM32F103 devices allow physical attackers to execute arbitrary code via a power glitch and a specific flash patch/breakpoint unit configuration.
          

        	
          09-09-2020 - 15:08
        	
          31-08-2020 - 16:15
        
	
          
            
          
        	
          CVE-2020-13469
          
        	
          2.1
        	
          
            The flash memory readout protection in Gigadevice GD32VF103 devices allows physical attackers to extract firmware via the debug interface by utilizing the CPU.
          

        	
          04-09-2020 - 18:34
        	
          31-08-2020 - 16:15
        
	
          
            
          
        	
          CVE-2020-13465
          
        	
          4.6
        	
          
            The security protection in Gigadevice GD32F103 devices allows physical attackers to redirect the control flow and execute arbitrary code via the debug interface.
          

        	
          03-09-2020 - 17:21
        	
          31-08-2020 - 16:15
        
	
          
            
          
        	
          CVE-2020-13468
          
        	
          4.6
        	
          
            Gigadevice GD32F130 devices allow physical attackers to escalate their debug interface permissions via fault injection into inter-IC bonding wires (which have insufficient physical protection).
          

        	
          03-09-2020 - 17:16
        	
          31-08-2020 - 16:15
        
	
          
            
          
        	
          CVE-2020-13470
          
        	
          2.1
        	
          
            Gigadevice GD32F103 and GD32F130 devices allow physical attackers to extract data via the probing of easily accessible bonding wires and de-obfuscation of the observed data.
          

        	
          03-09-2020 - 17:10
        	
          31-08-2020 - 16:15
        
	
          
            
          
        	
          CVE-2020-13472
          
        	
          2.1
        	
          
            The flash memory readout protection in Gigadevice GD32F103 devices allows physical attackers to extract firmware via the debug interface by utilizing the DMA module.
          

        	
          03-09-2020 - 17:10
        	
          31-08-2020 - 16:15
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